( 

Predicting the Output of a Linear Congruential Generator Encrypted with ElGamal

John A. Malley

Abstract - The sequence of “random” numbers produced by a linear congruential pseudorandom number generator  (LCG) is predictable.  The sequence of “random” numbers produced by encrypting the output of LCG is assumed to be unpredictable if the applied cipher is secure.   However, mathematical operations common to the LCG and the secure cipher allow the prediction of the enciphered sequence without knowledge of the cipher’s secret key or the LCG’s parameters.  The attack presented shows the predictability of the enciphered LCG output sequence depends on the internals of the cipher applied to it. 



Index Terms—Linear Congruential Generator, PRNG, cryptographically secure PRNG

Introduction

Cryptographic systems rely on random number or bit sources to generate session keys, nonces, keystreams, prime numbers and challenges for challenge-response identification schemes.  Cryptographic systems may use pseudorandom number generators (PRNGs) as sources of uniformly distributed “random” numbers.  PRNGs are deterministic algorithms that expand an initial value of length k (a seed ) into an output sequence of  values with a length  L  (( k.   Appropriate  pseudorandom output sequence pass well-defined statistical tests for “randomness.”  The statistics for the sequence match the statistics for a true random sequence of length L within defined levels of confidence. 



PRNGs for cryptographic purposes should be unpredictable.  Predicting future outputs of the PRNG from its past outputs should be no better than guessing at random.  Predictable output sequences aid attacks to  determine the session keys, nonces, keystreams, secret primes or challenges employed by cryptographic systems. Unpredictable PRNGs are cryptographically secure.



Predictable PRNGs are generally computationally fast. Cryptographically secure PRNGs are generally computationally slow.  Enciphering the output of a fast, predictable PRNG can be quicker than executing the cryptographically secure PRNG.  Does enciphering the output of a fast and  predictable PRNG always generate an unpredictable output sequence if the applied cipher is secure?  Let’s consider a specific example.

linear congruential generators

A Linear Congruential Generator (LCG) produces a sequence of pseudorandom integers according to the canonical linear recurrence 



x (n) =  ( a ( x (n - 1 )  + c ) mod  p,  n  ( 1. 



Integers a, c and p are the parameters of the LCG. The integer value of  x (0) is the seed value S.  The future output of a LCG is predictable.   The remainder of its future output sequence can be constructed from its past output sequence without knowing the parameters a, c, p or S. 



A very fast yet very predictable PRNG is a pure multiplicative LCG with c set to zero 



x (n) =  ( a ( x ( n - 1 ) ) mod  p,  n  (  1.



For a prime p the parameter a must be a generator g of the multiplicative group  Z*p  of the integers modulo p.   A multiplicative LCG for a prime p produces a pseudorandom sequence of integers according to the canonical linear recurrence 



x (n) =   (  gn (  S  ) mod  p,  n  (  1,



where every value from 1 to p - 1 inclusive occurs once for every value of n between 1 and p - 1 inclusive. The  p - 1 length pseudorandom sequence repeats for n greater than  p - 1. 



The ElGamal Public-Key Cipher

ElGamal is a public-key cipher with features strongly reminiscent of  Diffie-Hellman key exchange. 



Alice and Bob first agree on a large random prime p. 

Alice and Bob create a public key and a corresponding private key as follows:



Each selects a random generator ( of the multiplicative group Z*p  of the integers modulo p. 

Each selects a random integer a  where 1 (  a  (  p - 2 and calculates (  = ( a mod p. 

The resulting public key is  ( p, ( , (  ).

The corresponding private key is a. 



Encrypting Plaintext  with ElGamal 

Bob encrypts a message to Alice as follows.  Bob must:

get Alice’s public key  ( p, ( , (  ).

represent the message as a integer M where 0 (  M  (  p - 1.

select a random integer k where 1 (  k  (  p - 2.

calculate ( = ( k mod p and ( = ( M ( ( k  )mod p

send the ciphertext C = (( , ( )  to Alice.



Ciphertext produced by ElGamal is twice the size of the original plaintext



Decrypting  Ciphertext with ElGamal

Alice decrypts the ciphertext from Bob as follows. Alice must:

use her private key a to calculate ( ( p - 1 - a ) mod p.  Note  ( ( p - 1 - a ) mod p  =  ( - a mod p  =  (  -k  mod p.

recover M by calculating  ( ( - a  (  (  ) mod p.  Note     ( ( - a  (  (  ) mod p ( ( ( -ak  ( M ( ( ak  ) mod p ( M.



Security of ElGamal

The security of the ElGamal public-key cipher relies on the intractability of the Diffie-Hellman Problem and of the Discrete Logarithm Problem. 



Eve is a passive listener who desires to learn the value of M without  Alice’s secret key. Eve has  the ciphertext C and Alice’s public key  ( p, ( , (  ).  Eve needs to solve an instance of the Diffie-Hellman Problem when given ( a mod p, ( k mod p  and  ( k  mod p  =  ( ( a  ) k  mod p  to determine a and k.  Eve needs to solve instances of the   Discrete Logarithm Problem to solve this instance of the Diffie-Hellman Problem. 



Encrypting the multiplicative lcg with elgamal 

Alice needs a cryptographically secure PRNG that’s computationally fast.  Alice assumes encrypting the output of a very fast but predictable PRNG with a secure cipher makes a cryptographically secure PRNG.  Alice decides to encrypt the output of a multiplicative LCG with ElGamal. 



Alice uses the same large random prime p for the multiplicative LCG and for the ElGamal cipher.



How should Alice plug the LCG output into the ElGamal cipher? The ElGamal cipher needs a random exponential integer k where 1 (  k  (  p - 2.  Alice constructs her secure PRNG with 

 

k (n) =   (  gn ( S  ) mod  p , 



( (n) =    ( k(n)  mod  p, 

 

( (n) =   ( M(n) (  ( k(n)  ) mod  p,   n  (  1.



Every value from 1 to  p - 1 inclusive should occur in the output sequence of the secure PRNG once for every value of n between 1 and p - 1 inclusive.  The  p - 1 length pseudorandom sequence should repeat  for n greater than  p - 1.  The ciphertext output ( (n) fits these requirements since (  is a generator of the multiplicative group Z*p  of the integers modulo p.  The ciphertext output ( (n) fits these requirements if and only if ( is a generator of the multiplicative group Z*p  of the integers modulo p and M(n) is a constant C where  1 (  C  (  p - 1.   Alice simplifies her secure PRNG to 



k (n) =   (  gn ( S  ) mod  p,  1 (   k(n) (  p - 1,



( (n) =    ( k(n)  mod  p,   1 (   k(n) (  p - 1,



( (n) =   ( C (  ( k(n)  ) mod  p,  	n  (  1.

	

The ElGamal-encrypted output of the LCG produces two pseudorandom number sequences ( (n) and ( (n).  



The multiplicative LCG output k (n) exceeds the expected range of values for k in the ElGamal cipher by one value,  p - 1.  By Fermat’s Little Theorem any element of the multiplicative group Z*p  of the integers modulo p raised to the   p - 1 power modulo p equals  1.  Encrypting C with the  p - 1 exponent value reduces the ciphertext to 

 

(  = ( p - 1 mod p  =  1, 



(  =  ( C (  ( p - 1  ) mod p = C mod p = C.



The ciphertext equals the plaintext.  However, every value from 1 to  p - 1 inclusive appears in the output sequence of the secure PRNG once  for 1 (  n  (  p - 1  if and only if  k(n) takes on every value from 1 to  p - 1.  



Alice believes the security of  the ElGamal-encrypted LCG relies on the intractability of the Diffie-Hellman Problem and the Discrete Logarithm Problem.  Given partial output sequences ( (n) and ( (n) where 1 ( n  (  L and  L  (  p - 1 from this secure PRNG and the ElGamal public key,  Alice believes no one can predict the remainder of the output sequences  ( (n) and ( (n)  for  L  (  n  (  p - 1.  



Alice reveals her ElGamal public key  (  p, ( , (  ).  Her corresponding private key is ( a,  g ,  S,  C ).

Cryptanalysis of  the  elgamal-encrypted LCG 

Eve is a passive listener who desires to predict the output of the secure PRNG without  Alice’s private key.  Eve knows Alice’s public key ( p, ( , (  ).  Alice is so confident her secure PRNG is unpredictable she freely reveals to Eve the partial output sequences ( (n) and ( (n) where             

1 (  n  ( L and  L ( p - 1. 



Eve reexamines the canonical equations for this secure PRNG,



k (n) =   (  gn ( S  ) mod  p,  1 (   k(n) (  p - 1,



( (n) =    ( k(n) mod  p,   1 (   k(n) (  p - 1,



( (n) =   ( C (  ( k(n)  ) mod  p,  	n  (  1.



Eve knows (  and ( are generators of the multiplicative group Z*p  of the integers modulo p.  Eve knows the values of  ( and (  from Alice’s public key.

 

An Equivalence Relationship Between S and g

For some value n = b, 



k (b) =   (  gb ( S  ) mod  p  =  p - 1  and 



( (b) =   ( k(b) mod  p  =  ( p - 1 mod  p   =  1. 



Suppose Eve finds ( (n) = 1 for some n < p - 1.  Let b equal the value of n in the sequence.  Then Eve knows 



 (  gb ( S  ) mod  p  =  p - 1,   and 



 S   =   ((  gp - 1 - b   ) ( (  p - 1 )) mod  p.



Eve cannot solve for S without g but Eve knows an equivalence relationship between them. 



Quadratic Root Pairs Reveal the Generator g 

Eve remembers a little number theory.  For a prime p there are exactly ( p - 1 ) / 2 quadratic residues  modulo p and      ( p - 1 ) / 2  non-quadratic residues modulo p,  not counting zero.   The quadratic roots modulo p of each one of  those     ( p - 1 ) / 2 quadratic residues modulo p correspond to a pair of integers  ( i , j )  where  1  (  i, j  (  p - 1 and i2 mod p equals  j2 mod p.   



The quadratic root pairs ( i , j ) are given by 



( (  p (  1 (  2( n ) / 2 ,  (  p ( 1 (  2( n ) / 2  ) 



for  1 (  n  (  p - 1.



Eve searches the partial output sequence ( (n)  for the first two quadratic root pairs she can find.  Suppose Eve finds two values ( (i)  and ( (j) where ( (i) 2 mod p equals  ( (j) 2 mod p.  Eve therefore knows 



k(i) =  (  gi ( S  ) mod  p,  



k(j) =  (  gj  ( S  ) mod  p. 



Taking the discrete logarithm with respect to ( of 



( (i) 2 mod p  =  ( (j) 2 mod p



gives



( 2 ( (( gi ( S )  mod p )) mod ( p - 1)



 equals



( 2 ( (( gj ( S )  mod p )) mod ( p - 1).



The difference between these two values is 



(  2 ( (( gi ( S ) mod  p )  -  2 ( (( gj ( S ) mod  p )) mod ( p - 1) = 0  



Using the previously established equivalence relationship between S and g, this equation becomes 



( 2( (( gi ( ((  gp - 1 - b  )(( p - 1 )) mod p )) mod ( p - 1 )   -



( 2( (( gj ( ((  gp - 1 - b  )(( p - 1 )) mod p )) mod ( p - 1 ) =   0,



which simplifies to 



( 2( ((  gp - 1 - b - i  ( ( p - 1 )) mod p )) mod ( p - 1 )   -



( 2( ((  gp - 1 - b - j  ( ( p - 1 )) mod p )) mod ( p - 1 ) =   0.



An alternative expression for this difference is 



( 2( ((  gp - 1 - b - i  ( ( p - 1 )) mod p ))  -



( 2( ((  gp - 1 - b - j  ( ( p - 1 )) mod p ))  =  ( ( p - 1 ) .



Note either sign on the term (p - 1) satisfies the preceding equation and therefore must both be considered in the ultimate solution for g.  This equation simplifies to two possible polynomial equations in terms of modulo p,



(gp - 1 - b - i  ( ( p - 1 )) mod p - (gp - 1 - b - j  ( ( p - 1 )) mod p -  ( p - 1) / 2 )  =  0, 



and



(gp - 1 - b - i  ( ( p - 1 )) mod p - (gp - 1 - b - j  ( ( p - 1 )) mod p (  ( p - 1) / 2 ) =  0.





which finally reduce to 



[  gp - 1 - b - i  ( ( p - 1 )  -  gp - 1 - b - j  ( ( p - 1 )  -  ( p - 1 ) / 2  ] mod p  =  0



and



[  gp - 1 - b - i  ( ( p - 1 )  -  gp - 1 - b - j  ( ( p - 1 ) (  ( p - 1 ) / 2  ] mod p  =  0.





One of the integer roots of one of these two polynomial equations modulo p is the value of g.  There could be more than one integer root.  Only those integer solutions that are also primitive roots on Z*p  qualify as potential values for g.  



The Equivalence Relationship and g Reveal S and C

Once Eve gets a value for g she derives the value of  S using 



S   =  (( gp - 1 - b   ) ( (  p - 1 )) mod  p.



Eve now knows the values of  S,  g,  p, ( , and (.   Eve uses these values to determine C with



k (n)	=   (  gn ( S  ) mod  p,  



C 	=   ( ( (n)  (  ( p - 1 - k(n)  ) mod  p,  	



for any value of n where 1 (  n  ( L.  Eve uses these values of S and g to generate some portion of the sequence ( (n) for   1  (  n  (  L  and checks for a match with the known sequence.   In this manner Eve checks every primitive root solution of the polynomial equations modulo p until she finds the value of g that generates the sequence she knows. Eve may then freely predict the remainder of the output sequences ( (n) and ( (n)  for   L  (  n  (  p - 1  of  the ElGamal-encrypted LCG.  



Efficacy of the Ciphertext-Only Attack 

Eve cracked this “secure” PRNG without solving one instance of the  Diffie-Hellman Problem or of the Discrete Logarithm Problem.  She relied instead on modular arithmetic operations in common to the LCG and the ElGamal cipher to aid her attack. 



This ciphertext-only attack requires Eve find ( (b) = 1 for some  b  (  L  in the output sequence ( (n),  1 (  n  ( L and               L  ( p - 1, and at least one quadratic root pair of integers     ( i , j )  where  1  (  i, j  (  L and i2 mod p equals  j2 mod p. 



The probability of finding the value ( (n) = 1 at  n = b for a true random sequence of  p - 1 numbers is  ( p - 1 ) -1 . There are  p - 1 pairs of quadratic roots between 1 and          p - 1 inclusive.   The probability of  finding both quadratic roots for a quadratic root pair in a random output sequence of length L with a uniform distribution for numbers between 1 and  p - 1 inclusive is  L/ 2 ( 2 ( ( p - 1 )-1   =         L ( ( p - 1 )-1.  

The statistics for a good PRNG match the statistics for a true random sequence within some defined levels of confidence.  The probability of finding ( (b) = 1 in a PRNG output sequence of length L should approach  

L ( ( p - 1 )-1.  Call this Pone .  The probability of finding both quadratic roots for a quadratic root pair in a PRNG output sequence of length L  should approach                      L ( ( p - 1 )-1.  Call this Ppair .



What does this mean to Alice?  The unpredictability of her “secure” PRNG is probabilistic -  not absolute -  no matter what the choice of private key ( a,  g ,  S,  C ).  The more ciphertext Eve collects the more likely she predicts the uncollected  future values of the “secure” PRNG output. The number of future values Eve predicts after “cracking” 

the ElGamal-encrypted LCG drops as the number of collected ciphertext outputs rises.  



What length L of ciphertext output does Eve need for a probability of prediction ( Ppredict  ) greater than one-half? Eve needs to find ( (b) = 1 and a pair of roots for a quadratic residue in the same length L of output sequence.  Assuming Pone and  Ppair  are independent then Ppredict  should approach 



Ppredict   =   Pone (  Ppair    (  ½, 



or



Ppredict    =  L2 ( ( p - 1 )-2     (  ½,



and finally,

	

L    (   (  p - 1 )  / ( 2  .



Eve must collect a sizable quantity of ciphertext for the Ciphertext-Only Attack to work more often than not. 



  cryptanalysis  with a  known  generator 

Suppose Alice thinks the initial seed S of the LCG is like the secret key of a cipher and only it must remain secret.  Alice changes her public key to   ( p, ( , (,  g ).   Her corresponding private key is ( a,  S,  C ).   Alice is so confident her secure PRNG is unpredictable she freely reveals to Eve the partial output sequences ( (n) and ( (n) where 1 (  n  ( L and  L ( p - 1.



Does public knowledge of g improve Eve’s chances of predicting the output of Alice’s “secure” PRNG?  



Eve knows the canonical equations of the “secure” PRNG 



 k (n) =   (  gn ( S  ) mod  p,  1 (   k(n) (  p - 1,



( (n) =    ( k(n) mod  p,   1 (   k(n) (  p - 1,



( (n) =   ( C (  ( k(n)  ) mod  p,  	n  (  1.



Eve knows (  and ( are generators of the multiplicative group Z*p  of the integers modulo p.  Eve knows the values of  ( , (  and g  from Alice’s public key.

An Equivalence Relationship Between S and g

For some value n = b, 



k (b) =   (  gb ( S  ) mod  p  =  p - 1.



Every value of  k (n) before and after this  n = b value can be expressed in terms of  k (b) and  n = b + ( or  n = b - ( 

where ( is an integer, as 



k (b +() =   (  g( ( ( p -1 ) ) mod  p, 



k (b - () =   (  g p - 1 - ( ( ( p -1 ) ) mod  p.



Eve can freely predict every value of  k (n) before and after the  n = b value; therefore Eve can freely predict every value of  ( (b (  (). 

Match Predicted  ( (b (  () to ( (n) to Find b

Starting from (  = 1, Eve repeatedly computes 



k (b+() =   ( g( ( ( p -1 ) ) mod  p, 



( (b+() =    ( k(b+() mod  p,



k (b - () =   ( g p - 1 - ( ( ( p -1 ) ) mod  p.



( (b - () =    ( k(b-() mod  p,  for  1 (  n  (  p - 1,



(  =  ( + 1,   for  1 (  ( (  p - 1, 



until a value of ( (b ( () matches a value in the known public sequence ( (n).  A match between ( (b+() = ( (n) means b = p + n - (.   A match between ( (b+() = ( (n)  means b = n + (. 

The  Equivalence Relationship and b Reveal S and C

Eve uses the value of b to derive the value of  S as 



S   =  (  gb ( (  p - 1 )) mod  p.



Eve now knows the values of  S,  g,  p, ( , and (.   Eve uses these values to determine C with



k (n)	=   (  gn ( S  ) mod  p,  



C 	=   ( ( (n)  (  ( p - 1 - k(n)  ) mod  p,  	



for  any value of n where 1 (  n  ( L. 



Eve may freely predict the remainder of the output sequences ( (n) and ( (n)  for  L  (  n  (  p - 1  of  the ElGamal-encrypted LCG.  

Efficacy of the Known Generator Attack 

Eve cracked this “secure” PRNG without solving one instance of the  Diffie-Hellman Problem or of the Discrete Logarithm Problem.  She relied instead on modular arithmetic operations in common to the LCG and the ElGamal cipher.  Eve’s knowledge of g allows the prediction of the entire output sequence ( (n) relative to that value of n = b where k (b) =  p - 1 and ( (b) = 1.

Astoundingly, Eve can “crack” the ElGamal-encrypted LCG output with just ( (1) and ( (1) and Alice’s public key.   She need only match ( (1) with its occurrence in  the 

( (b (  () sequence to determine the value of b and then proceed with the “crack” as described.



Alice concludes making g public is ill-advised.



securing the  elgamal-encrypted lcg  

Alice learns of Eve’s success in predicting the output ciphertext of her “secure” PRNG and ponders the Ciphertext-Only  Attack.  Why did it succeed? 



The Ciphertext-Only Attack on the ( (n) sequence used a relationship between g and S revealed by Fermat’s Little Theorem and a polynomial modulo p in g, with S as a coefficient, revealed by the equivalence of two squared roots of the same quadratic residue. S is expressed in terms of g in the polynomial.  One of the roots of the new polynomial modulo p in g is the value of g. 



Why didn’t Eve apply these steps to the ( (n) output sequence?



C  is a constant where  1 (  C  (  p - 1.  There is some exponential value ( such that 



C  = ((  mod  p.



The ciphertext output sequence (  (n) may be expressed as 



k (n) =   (  gn ( S  ) mod  p,  



( (n) =   ( k(n) + (   mod  p,   n  (  1.



Now for some value of n = b, by Fermat’s Little Theorem, 



 (  gb ( S  ) mod  p  +  (   =  p - 1, 



( (b) =   ( k (b) + (  mod  p  =  ( p - 1 mod  p  =  1. 



Suppose Eve finds ( (n) = 1 for some n < p - 1.  Let b equal the value of n in the sequence.  Then Eve knows 

(  gb ( S  ) mod  p + (   =  p - 1,   and 



 S   =   ((  gp - 1 - b   ) ( (  p - 1 - ( )) mod  p.



Eve cannot solve for S without g and (.  This relationship does not readily substitute for S  in a polynomial modulo p in g, with S as a coefficient, revealed by the equivalence of two squared roots of the same quadratic residue.  Eve must  find a relationship between g or S and (.   An immediate equivalence between g and S is possible when ( = 0 and  

C = 1 as is true for the ( (n) sequence. That’s why the Ciphertext-Only Attack focused on the ( (n) sequence.  



Alice secures the ElGamal-encrypted LCG output by generating 



C  = ((  mod  p,   1 (  ( (  p - 2, 



k (n) =   (  gn ( S  ) mod  p,  1 (   k(n) (  p - 1,



( (n) =   ( C (  ( k(n)  ) mod  p,  	n  (  1, 



or in terms of (, 



( (n) =   ( ( ((  ( k(n)  ) mod  p,      n  (  1.



The ElGamal-encrypted output of the  LCG produces one pseudorandom number sequence ( (n).  



Eve knows the ElGamal-encrypted LCG algorithm and the ElGamal cipher public key.  The security of this PRNG must only depend on the secret private key.  The value of (  is part of the private key.  Eve must not derive any relationship between g and ( or between  S and ( without solving an instance of the Discrete Logarithm Problem or the Diffie-Hellman Problem. 



Does this security constraint hold for the modified ElGamal-encrypted LCG?



cryptanalysis of  the improved prng

Eve knows the canonical equations for this secure PRNG,



C  = ((  mod  p,   1 (  ( (  p - 2, 



k (n) =   (  gn ( S  ) mod  p,  1 (   k(n) (  p - 1,



( (n) =   ( C (  ( k(n)  ) mod  p,  	n  (  1.



Eve knows (  and ( are generators of the multiplicative group Z*p  of the integers modulo p.  Eve knows the values of  ( and (  from Alice’s public key.  Eve attempts the Ciphertext-Only Attack.

An Equivalence Relationship Between S and g

Taking the ratio of successive PRNG output values for some value n = b and n = b+1 gives a relationship between S and g free of the constant C, 



R(b) =  (( ( ((  ( k( b+1)  ) ( ( ( ((  ( k(b)  ) -1  ) mod  p,



which simplifies to 



R (b) =  (  ( k( b+1)  ( ( p - 1 - k(b)   ) mod  p,



and the index to the base (  of the ratio R(b) satisfies



ind( R(b) =  (( gb+1 ( S  -  gb ( S  ) mod p  +  p - 1 ) mod ( p -1 ),



or



 ind( R(b) =  (( gb+1 ( S  -  gb ( S  ) mod p.



Expressing  S in terms of g gives 



S  =  ( ind( R (b) ( ( gb+1 -  gb) p -2  ) mod p.



This relationship does not readily substitute for  S  in terms of g.  Eve needs the value of  ind( R (b), and that requires solving an instance of the Discrete Logarithm Problem.  



A Ratio and the Equivalence Reveal the Generator g 

Taking the ratio of two successive PRNG output values for some value n = d and n = d+1 gives a relationship between S and g free of the constant C, 



R(d) =  (( ( ((  ( k( d+1)  ) ( ( ( ((  ( k(d)  ) -1  ) mod  p,



which simplifies to 



R (d) =  (  ( k( d+1)  ( ( p - 1 - k(d)   ) mod  p,



and the index to the base (  of the ratio R(d) satisfies



ind( R(d) =  (( gd+1 ( S  -  gd ( S  ) mod p  +  p - 1 ) mod ( p -1 ),



or



 ind( R(d) =  (( gd+1 ( S  -  gd ( S  ) mod p.



Eve knows an equivalence between S and g to substitute into this equation to derive an expression in terms of g alone,

 

ind( R (d) =  (( gd+1 ( ind( R (b) ( ( gb+1 -  gb) p -2  -  

gd (  ind( R (b) ( ( gb+1 -  gb) p -2  ) mod p.



Eve needs the value of  ind( R (d) and that requires solving another instance of the Discrete Logarithm Problem.  



This polynomial modulo p may be rewritten as



(   ind( R (b) ( gd+1 - ind( R (b) ( gd  - 

    ind( R (d) ( gb+1 -  ind( R (d) ( gb    ) mod p =  0.



One of the integer roots of this polynomial equation modulo p is the value of g.   There could be more than one root but only integer solutions that are also primitive roots qualify as potential values for g.  



The Equivalence Relationship and g Reveal S and C

Once Eve gets a value for g she derives the value of  S using 



S  =  ( ind( R (b) ( ( gb+1 -  gb) p -2  ) mod p.



Eve now knows the values of  S,  g,  p, ( , and (.   Eve uses these values to determine C with



k (n)	=   (  gn ( S  ) mod  p,  



C 	=   ( ( (n)  (  ( p - 1 - k(n)  ) mod  p,  	



for any value of n where 1 (  n  ( L.  Eve uses these values of S and g to generate some portion of the sequence ( (n) for   1  (  n  (  L  and checks for a match with the known sequence.   In this manner Eve checks every primitive root solution of the polynomial equations modulo p until she finds the value of g that generates the sequence she knows. Eve may then freely predict the remainder of the output sequences ( (n)  for   L  (  n  (  p - 1  of  the secure ElGamal-encrypted LCG.  



Efficacy of  the Ciphertext-Only Attack 

Eve “cracked “ this secure PRNG by solving two instances of the Discrete Logarithm Problem.  This attack requires at least three output values of the secure PRNG.  The security of  this secure ElGamal-encrypted LCG PRNG relies on the intractability of the Discrete Logarithm Problem. 



A Modified Ciphertext-Only Attack 

Eve can reduce the number of Discrete Logarithms to solve to just one if she finds a quadratic root pair after she establishes an equivalence relationship between S and g. 



Eve searches the partial output sequence ( (n) for the first pair of quadratic roots  she can find.  Suppose Eve finds two values ( (i)  and ( (j) where ( (i) 2 mod p equals ( (j) 2 mod p.  Eve therefore knows 



k(i) =  (  gi ( S  ) mod  p + ( ,  



k(j) =  (  gj  ( S  ) mod  p + ( . 



Taking the discrete logarithm with respect to (  of 



( (i) 2 mod p  =  ( (j) 2 mod p  



gives



( 2 ( (( gi ( S )  mod p + ( )) mod ( p - 1)



 equals



( 2 ( (( gj ( S )  mod p +( )) mod ( p - 1).



The difference between these two values is 



(  2 ( (( gi ( S ) mod  p )  -  2 ( (( gj ( S ) mod  p )) mod ( p - 1) = 0 .



This relationship does not depend on the constant C. 



Using the previously established equivalence relationship between S and g,  this equation becomes 



( 2( (( gi ( ( ind( R (b) - p + 1 )( ( gb+1 -  gb )-1 ) mod p )) mod ( p - 1 )  - 

   

( 2( (( gj( ( ind( R (b) -  p + 1 )( ( gb+1 -  gb )-1 ) mod p )) mod ( p - 1 ) 



=  0.



An alternative expression for this difference is 



2( (( gi ( ( ind( R (b) - p + 1 )( ( gb+1 -  gb )-1 ) mod p )  - 

   

2( (( gj( ( ind( R (b) -  p + 1 )( ( gb+1 -  gb )-1 ) mod p )  



=   ( ( p - 1 ) ,



which simplifies to the polynomial equation in modulo p 



 ( gi ( ( ind( R (b) - p + 1 )( ( gb+1 -  gb )-1 ) mod p  - 

   

 ( gj( ( ind( R (b) -  p + 1 )( ( gb+1 -  gb )-1 ) mod p 



=   ( ( p - 1 ) / 2.



Note either sign on the term (p - 1) satisfies the preceding equation and therefore must both be considered in the ultimate solution for g.  This equation simplifies to two possible polynomial equations in terms of modulo p,

( gi ( ( ind( R (b) - p + 1 )( ( gb+1 -  gb )-1 ) mod p  - 

   

 ( gj( ( ind( R (b) -  p + 1 )( ( gb+1 -  gb )-1 ) mod p 



 -  ( p - 1 ) / 2    =   0,



and



( gi ( ( ind( R (b) - p + 1 )( ( gb+1 -  gb )-1 ) mod p  - 

   

 ( gj( ( ind( R (b) -  p + 1 )( ( gb+1 -  gb )-1 ) mod p 



 +  ( p - 1 ) / 2    =   0,



which finally reduce  to 



[  gi ( ( ind( R (b) - p + 1 )( ( gb+1 -  gb )-1 - 



  gj( ( ind( R (b) -  p + 1 )( ( gb+1 -  gb )-1  -   ( p - 1) / 2  ] mod p  =  0 , 



and



[  gi ( ( ind( R (b) - p + 1 )( ( gb+1 -  gb )-1 - 



  gj( ( ind( R (b) -  p + 1 )( ( gb+1 -  gb )-1  +  ( p - 1) / 2  ] mod p  =  0.



One of the integer roots of one of these two polynomial equations modulo p is the value of g.  There could be more than one integer root.  Only those integer solutions that are also primitive roots on Z*p  qualify as potential values for g.  



Once Eve gets a value for g she derives the value of  S using 



S   =  (( gp - 1 - b   ) ( (  p - 1 )) mod  p.



Eve now knows the values of  S,  g,  p, ( , and (.   Eve uses these values to determine C with



k (n)	=   (  gn ( S  ) mod  p,  



C 	=   ( ( (n)  (  ( p - 1 - k(n)  ) mod  p,  	



for any value of n where 1 (  n  ( L.  Eve uses these values of S and g to generate some portion of the sequence ( (n) for   1  (  n  (  L  and checks for a match with the known sequence.   In this manner Eve checks every primitive root solution of the polynomial equations modulo p until she finds the value of g that generates the sequence she knows. Eve may then freely predict the remainder of the output sequence ( (n)  for   L  (  n  (  p - 1  of  the ElGamal-encrypted LCG.  



Efficacy of the Modified Ciphertext-Only Attack 

Eve “cracks” this secure PRNG by solving one instance of the of the Discrete Logarithm Problem and by finding one quadratic root pair of integers  ( i , j )  where 1 (  i, j  (  L,  i2 mod p equals  j2 mod p in the output sequence  ( (n) where 1 (  n  ( L  and  L  ( p - 1.  

 

The probability of finding both quadratic roots for a quadratic root pair in a PRNG output sequence of length L  should approach Ppair    =  L ( ( p - 1 )-1. 



What does this mean to Alice?  The unpredictability of her secure  PRNG is probabilistic -  not absolute -  no matter what the choice of private key ( a,  g ,  S,  C ). Eve must, however,  always solve one instance of the of the Discrete Logarithm Problem in this attack.  The more ciphertext Eve collects the more likely she predicts the uncollected  future values of the secure PRNG output. The number of future values Eve predicts after “cracking” the ElGamal-encrypted LCG drops as the number of collected ciphertext outputs rises.



What length L of ciphertext output does Eve need for a probability of prediction ( Ppredict  ) greater than one-half? Eve needs to find ( (b) = 1 and a pair of roots for a quadratic residue in the same length L of output sequence.  Assuming Pone and  Ppair  are independent then Ppredict  should approach 



Ppredict   =   Pone (  Ppair    (  ½, 



or



Ppredict    =  L2 ( ( p - 1 )-2     (  ½,



and finally,

	

L    (   (  p - 1 )  / ( 2  .



Eve must solve one instance of the Discrete Logarithm Problem and collect a sizable quantity of ciphertext for the Modified Ciphertext-Only Attack to work more often than not. 



conclusions

The attacks presented in this paper show enciphering the output of a fast and  predictable PRNG with a secure cipher does not always generate an unpredictable PRNG output sequence.  Mathematical operations common to the PRNG and the secure cipher can permit the prediction of the enciphered sequence without knowledge of the cipher’s secret key or of the PRNG’s parameters and without “brute-forcing” the secure cipher. The predictability of the enciphered PRNG output sequence depends on the internals of the cipher applied to the predictable PRNG. These attacks are not guaranteed to succeed for any known subset of the output of the encrypted PRNG but the probability of success increases with the volume of known encrypted PRNG output.  
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